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Who am |

*ntop founder (http://www.ntop.org):
company that develops open-source
network security and visibility tools.

* Author of various open source
software tools and contributor to
popular tools (e.g. Suricata and
Wireshark).

*Lecturer at the CS Dept, University of Pisa, Italy.



http://www.ntop.org

Monitoring Requirements

* Internet Service Providers
- Prevent the network from collapsing (mostly DDoS).

o Visibility of the main network activities in order to
understand traffic flows (routing/AS-level, not host).

- Device monitoring (interface drops, state changes).
 Service/Cloud/Hosting Providers
- Monitor core services (e.g. DNS, email).

- Detect severe source of troubles (e.9. heavy
spammers) in order to avoidgdecreasing,the overall




Cybersecurity in Datacenters

» Contrary to companies where everything has to be
policed, in ISPs and Providers the goal is NOT to
completely cleanup traffic but keep the network
infrastructure healthy by:

o Mitigating volumetric attacks.

o |dentity and quarantine infected hosts that are

potentia
-Block/re

ly dangerous for the whole infrastructure.
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Level of Protection

Monitoring Goal: Anticipate

Cybersecurity Managment Solutions

JThreat Intelligence ;§

O Ur G Oal T IAnt|C|pat9

Incident Managefwesssess i anan
Network Monitoring y
Log Collection P 7’
Zone Firewall, I_ P
Diode Gateway, Manage, #
DMZ, QW LISing .
Physical Security, Firewall, Pl a8
Asset Inventory, Anti-Virus, =
Device Hardening, Access Control

Program Maturity

. httpsy/github.com/ntop/nDPI/

Program cost


https://switch.ch

What is DPI 7

*DPI (Deep Packet

nspection) enables the

inspection of packet payload in order to extract
metadata and characterize traffic.

«Commercial DPI libraries are often quite expensive
in price, and do not cope with high-speed (> 10
Gbit).

* Network administrators are used (often due to
limitations of leading hardware manufacturers) to




Welcome to nDPI [1/2] =

%
7,
» C-based open-source library providing: <

-Deep packet inspection engine for network visibility: protocol
classification (440+), metadata extraction, flow risks
computation

* Basic blocks for a cyber-security application

* Flow risks: an indication that in the flow there is something unusual/
dangerous to pay attention to

- ~60 different flow risks: self-signed certificate, possible SQL/RCE injection,
suspicious DGA domain, invalid character in SNI...

o Algorithms for data analysis: data forecasting, anomaly
detection, clustering and similarity evaluation, (sub-)string
searching and IP matching, probabiliStic datassiructures, ...




Welcome to nDPI [2/2]

* Each protocol is identified as <major>.<minor> protocoal.
Example:
o DNS.Facebook
- QUIC.YouTube and QUIC.YouTubeUpload

* Caveat: Zoom or WhatsApp are application protocols in
the nDPI world but not for IETF.

* The first question people ask when they have to evaluate
a DPI toolkit is: how many protocol do you support? This
IS not the right question. -




NDPI Flow Rlsks

* HTTP suspicious user-agent + Arbitrary Code Injection/Execution TLS Certificate Validity Too Long
* HTTP numeric IP host contacted » Binary/.exe application transfer (e.g. in + Suspicious TLS Extension
» HTTP suspicious URL HTTP) * TLS Fatal Alert
« HTTP suspicious protocol header * Known protocol on non standard port « Suspicious Protocol traffic Entropy
+ TLS connections not carrying HTTPS * TLS self-signed certificate + Clear-text Credentials Exchanged
(e.g. a VPN over TLS) * TLS obsolete version - DNS Large Packet
+ Suspicious DGA domain contacted * TLS weak cipher - DNS Fragmented Traffic
* Malformed packet » TLS certificate expired « Invalid Characters Detected
. SSH/SMB Qbsoletg protocol * TLS certificate mismatch - Possible Exploit Detected
] ?L:Zﬂlls:jzi(?;:e;ﬁrusage 5$TSPsuspic.:ic.>us traffic + TLS Certificate Close to Expire
» Unsafe Protocol used Ri SUSPICIOUS gontent * Punycods/IDN Domain
o _ * Risky ASN + Error Code Detected
g e o bt
* XSS (Cross Site Scripting) . MalfC{ous SHA1 nggetrsrlnt ) An<.3n.ymo.us SUbSC.“ber
. SQL Injection Da IGIOuS | erl| icate | « Unidirectional Traffic
» Desktop of File Sharing Session « HTTP Obsolete Server
* TLS Uncommon ALPN « ALPN/SNI Mismatch

ient Contacted A Malware Host
' File/Data Transfer (Attempt)

neacademq. - ‘ .https:‘//gith‘ub.cbm/ntop/nDPll.


https://en.wikipedia.org/wiki/Domain_generation_algorithm
https://en.wikipedia.org/wiki/Cross-site_scripting
https://en.wikipedia.org/wiki/SQL_injection
https://en.wikipedia.org/wiki/Arbitrary_code_execution

Combining Visibility with
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Fingerprinting Methods

*Protocol Fingerprint

o Analyze a specific protocol (e.g. DHCP fingerprint, or TCP
behavior for OS fingerprinting) in order to compute the expected
fingerprint. Example: Window hosts do not set the Timestamps
option in TCP SYN packets.

« Content Fingerprint

o Create the fingerprint based on the content of specific protocol.
Examples:
* HTTP User-Agent

- Android vs i10S vs Windows can be passively detected looking at DNS domain
names queries (e.g. thinkdifferent.us and connectivitycheck.android.com)

» Firefox connects via TLS to firefox.settings.services.mozilla.com
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http://thinkdifferent.us
http://connectivitycheck.android.com

Using Fingerprinting in Real Life

*Browser fingerprinting
Collects information about a web browser and device where it's running
on including browser type, version, operating system, screen
resolution, installed plugins. This creates a unique “fingerprint” that can
be used to track the user across different sessions and websites.

*Policy Enforcement (OS/Device Fencing)
Restrict to specific VLANs/block old/specific devices/OSs by looking at
the device MAC address or initial DHCP request. This technique plays
an important role in securing OT (Operational Technology) networks.

 Traffic Prioritisation

Disable specific traffic (e.g. Zoom Video) in case of limited available
bandwidth.

e Hidden Device Detection
Spot devices or hotspots
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Some Network Fingerprints

* TCP Fingerprint

* Application Fingerprint
- TLS/QUIC (JA3/JA4) and Web Browser Fingerprint
o DHCP

- RDP (Remote Desktop Protocol)

o SSH (Secure Shell)

- DHCP (Dynamic Host Configuration Protocol)
-OpenVPNs (and dialects)
-Obfuscated TLS (encrypted tunnelst
o Fully Encrypted Protocols (Shiad '

edhen a TLS dialect)
VMessyrojan,...)
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Using Fingerprints

Ftatic struct os_fingerprint tep_fpsl] = { local jas_db = {

{ "2_64_65635_8hf9e292397e", ndpi_os_freebsd |} [ '02e81d9f7cof_736b2sledkd3’ 1 = ‘Chrome’,
{ "2 _64 64886_BE3b279aS576C", ndpi os_linux }, ['07beOcO29dc8_ad9792351c08'] = 'Firefox' .
{ "2_64:662‘05_28300891&“21", ndpi:os-linux % ['87bedc@29dc8_d267a57792d4'] = 'Firefox',
{ "2_64_29200_2e3ceedls&fcl”, ndpi_os_linux }, ['8a330963ad8f_c985abbc9856'] = 'Chrome’,
{ “2_64_29200_d853a95bd80r", ndpi_os_linux ¥}, /* Sonos */ ['8a330963ad8f_c9eaec7dbab4s'] = 'Chrome’,
{ “2_64_14600_8cO7aBBccbes", ndpi_os_linux }. /4 ONAP &/ ['168bb377f8c8_ale935682795'] = 'Anydesk’',
{ "2_64_64240_2e3ceedi&fel”, ndpi_os_linux Yo /% rPI %/ ['24fc43eb1c96_14788d8d241b'] = 'Chrome’,
{ "2_64_32126_2e3cee914fcl”, ndpi_os_linux Y, /* rPI %/ ['2&fc43eblc94_14788d8d241b'] = 'Safari’,
{ :2_64_29293_93561¢2°d839:, ndp%_os_l?nux }, /* Suse Linux =/ [ ‘24fc43eblc9é_845d286b8d67'] = 'Chrome’,
{ "2_64_64248_41a9%9d5af7dd3", ndpi_os_linux j ['264Tc43eb1c96_B45d286bBd67'] = 'Safari’,
'24fch 9 b '] = *Safari’,

{ "2_64_65535_d876f498b89e",  ndpi_os_android 1, L A D e iy e
{ 2 64_45535_685ad951a756%,  ndpi_os_android  } L. Za205a300c66_12bTalen7030 1 = SaTexLs,

- - - L - - r 1 L . .

{ "2_64_65535_41a9d5af7dd3*,  ndpi_os_android E,2:3‘2’::2:2:36-;93;23"3’3’:,} B
{ "2_64_65535_14810720d970",  ndpi_os_android }, 2 3.9e ebecd’] = ‘lcedID’,
{ "2_64_65535_f518bTb@25b8",  ndpi_os_android }, ['39b11509324c_ab57fa081356'] = 'Chrome’,
x ['39b11589324c_c985abbc9856' ) = 'Chrome’,

{ "2_12B_64240_6bbABTSE75fd", ndpi_os_windows }, ['39b11509324¢_cPeaec7dbab4'] = 'Chrome’,
{ "2_128_8192_4697958db@63", ndpi_os_windows }. /* Windows 7 #/ [‘61f6e85be9c2_06§f0§3§d9695‘] = 'Chrome’,

Fingerprints enable accurate device detection

iI0S/iPadOS/macOS (Intel)
*Send SYN+ECE+CRW. Others (including macOS Silicon) just SYN.
*Options (iOS but not iPadOS) end with a double EOL.

Windows
*Does NOk

neQCQde_mq, ‘ . https://github.cbm/ntop/nDPI/



Fingerprinting in Cybersecurity

«Fingerprinting plays a crucial role in cyber security as it helps in detecting
threats, securing networks, and implementing targeted security measures.

e Defenders:

o Match malware signatures (e.g. TLS fingerprint or SSL certificate hash)
and block malicious traffic.

o Prevents massive scanners from exploring network services.
* Attackers

o Use fingerprinting to detect flaws (e.g. CVEs) that can be used to attack
the system.

o During reconnaissance, identify apphcahon/OS version in order to
target attacks towards weak victims. :
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Anticipate Problems [1/4]

*Firewalls evolved:
o |P-header based rules (ACL) - 1980
- Next-generation Firewalls (L7 protocol) - 2011

e Traffic fingerprinting refers to the process of
identifying and gathering specific information about a
system or network to create a (in theory) unique
profile or “fingerprint”.

* As fingerprints are created on the initial few traffic
bytes, blocking malicious fingegpmmtssmeans that we
can stop threats before theydhit the networ
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Anticipate Problems [2/4]

* Supported Fingerprints
o (Anonymous) VPNs (e.g. OpenVPN)
- Malicious QUIC/TLS applications
- SSH-based Bots
- Qutdated/unwanted devices (DHCP)
o Unknown and Encrypted Protocols

o Cryptominers




Anticipate Problems [3/4]

Micro
Facebook ‘
ANTIVIRUS Segmentation
Email WWW 1990 2004 : 2017
1971 Zero Trust
1971 Packet Infrusion Web Network 2012
First Virus | ... . Detection App. IPSec DDoS Access ﬂ"——‘?
1971 F":‘;ggg System Firewall 1995 1999  Control N:X"'GTI"
L___J 1986 1990 2001 ":T"I‘\’: DPI
2011 *
— Fingerprints
TODAY
. Software
Hypervisor VLANS . i Layer 7 Al/ML  SIM/SIEM oo ]
1974 1984  |ovel 1993 1997 ' e EDR
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Anticipate Problems [4/4

. Frame 1: 6@ bytes on wire {480 bits), 60 bytes captured (480
Ethernet II, Src: 76:ac:b9:35:30:da (76:ac:b9:35:39:da), Dst:
Internet Protocol Version 4, Src: 192,.168.10,145 (192,168.10,

Frame 1: 68 bytes on wire (480 bits), 6@ bytes captured {480 bits)
Ethernet II, Src: 76:ac:b9:35:30:da (76:ac:b9:35:30:da), Dst: PCSSyste
- Internet Protocol Version 4, Src: 192.168.108.145 (192.168.18.145), Dst

Source Port: 49175

Destination Port: 8888

{Stream index: 2]

[Stream Packet Number: 1)

[Conversation completeness: Incomplete (35)]
[TCP Segment Len: @]

Sequence Number: @ {relative sequence number)
Sequence Number (raw): 253744456

[Next Sequence Number: 1 (relative sequence number}]
Acknowledgment Number: @

Acknowledgment number (raw): @

0161 .... = Header Length: 20 bytes (5)

Window: 65535

[Calculated window size: 65535]
Checksum: 8x5297 [unverified]
[Checksum Status: Unverified]

Urgent Pointer: B
[Timestamps] ivein

Source Port: 46998

Destination Port: 8888

[Stream index: 8]

[Stream Packet Number: 1]

[Conversation completeness: Incomplete (35)]
[TCP Segment Len: @]

Sequence Number: @ (relative sequence number)
Sequence Number (raw): 1163206847

[Next Sequence Number: 1 {relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): @

0101 .... = Header Length: 20 bytes (5)

Window: 1824

[Calculated window size: 1024]
Checksum: @xdSéb [unverified]
[Checksum Status: Unverified]

Urgent Pointer: 0o
[Timestamps] *ﬁ»

https://github.cbm/ntop/nDPI/

neacademy .



Spotting Issues [1/3]

W Hosts Map * -

Eiltor by: HostScore = 2 I
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neacademq . . https://github.cbm/ntop/nDPI/



Spotting Issues [2/3]

Networks )
Networks Score
] - %
- .::!
HEEE u
10 ~
Network Name Chart Hosts Score Alerted Flows Breakdown Throughput Traffic
89, wm/21 | 1435 465,051 0 [ Bad i) 952.95 Mbit/s 36104 GB
194 24 e 138 55,497 0 LT ED 38.88 Mbit/s 38.73GB
185 S— 22 (o= 12 12,752 0 Rovd 512.12 kbit/s 4463 GB
1515 w22 | 788 293628 0 1.06 Goit/s 381.67 GB
Showing 110 4 of 4 rows

neQCOdemq , https://github.com/ntop/nDPI/




Spotting Issues [3/3

Autonomous Systems )
10 ~
AS number Hosts Name Seen Since  Scorev Alerted Flows Breakdown Throughput Traffic
24994 2507 genesys nformatica si (4 08:54:25 795,686 DEIINED 45182 Mbit/s 22278
30722 2280  Vodafone tatia Sp A, (4 08:54:28 120,452 R Fcvd | 33665 Mbit/s  240.81GB
3269 3053 Telecom ltalia S.p.A. (4 08:54:25 88,442 B eces 3797 Mbit/s  234.94 GB
12874 1439 Fastweb SpA (4 08:54:25 62,909 T T 390Mbit's  229.01GB
16276 878 ovHsAs(S 08:54:25 49,774 . Ao 26,17 Mbit/s 4751 GB
1267 1733  WIND TRE S.PA.(4 08:54:25 27,540 B Rovd ] 4883 Mbit/s  130.83GB
6602 103  RIDEOSSPA.(4 08:54:26 24,701 (B 0] 120,76 kbit/s 16.94 GB
15169 3806 Google LLC[4 08:54:25 26,332 B Rovd 8.39 Mbit/s 58.76 GB
13335 4262 Cloudfiare, Inc (4 08:54:25 22,851 KIS 12,64 Mbit/s 4756 GB
398324 126  Censys, Inc. (4 08:54:25 20156 B Rowd 4504 kbit/s  50.53MB
Showing 1to 10 of 2729 rows

neacademy . .

«<2345>»

https://github.cbm/ntop/nDPI/




What about Traffic Classification 7 [1/2

* Traffic fingerprinting allows network traffic to be
clustered according to the sender OS (TCP
Fingerprinting) and Appllcat|on (e.g. JA3/4)
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What about Traffic Classification ? [2/2]

* Ok but what is tiktok.com or neacademy.it ?
*|s it possible to classity automatically traffic content 7
* Al can definitely help to do it automatically:

-Domain name classification:< 5 sec including download time
on a host without a GPU.

o Multi-language support

RS CET IRl duckdb . /domains. duck

v1.2.1 Beb2ecald9s

Enter ".help”® for usage hints.

D SELECT comain,category, description FROM domains where domain = ‘npascodeny i0';

donain category description
varchar varchar varchar
. = S LN S S repss e eSS o = = e smeien 2
neacadeny.it is an educational website that offers a variety of courses focusing on technology, programming, data science, an. |



http://neacademy.it

NDPI in Real Lite

*Block or Prioritize Traffic on Linux
* 100 Gbit Traffic Analysis and Policer
*Policy Traffic based on

o Application Protocol

-Operating System

o Traffic risks

o Encrypted Traffic Analysis

SR OB



NDPI in OpenSource Tools

e Suricata IDS (suricata.io)

= o OISF / suricata Qmn

<> Code |7 Pullrequests 50 (&) Actions (U Security 22 |~ Insights

ndpi: ndpi as a plugin - v10 #12560

Jasonish wants to marge B commits into 01SFimaszer from insomishiish/ndpi/plugin/vie (O
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Segaerce Mmber (rwel: 510023857
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Chechymn: Ol [aveerifingd
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[Tmestomn |

(Wi slece f2re) frome Lo thin TOF ctroom: G 000Nbbee secansc)



http://suricata.io
http://wireshark.org

Thank You, and See you at PacketFest

e
Packe;ngt 25,

Where ntop and WIreshark Communities Meet

May 7-9, Zurick
atips://w

neQCOdemq https://github.com/ntop/nDPI/



